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Abstract—In recent decades, software systems have grown sig-
nificantly in size and complexity. As a result, such systems are
more prone to bugs which can cause performance and correctness
challenges. Using run-time monitoring tools is one approach to
mitigate these challenges. However, these tools maintain metadata
for every byte of application data they monitor, which precipi-
tates performance overheads from additional metadata accesses.
We propose Address Scaling, a new hardware framework that
performs fine-grained metadata management to reduce metadata
access overheads in run-time monitoring tools. Our mechanism
is based on the observation that different run-time monitoring
tools maintain metadata at varied granularities. Our key insight
is to maintain the data and its corresponding metadata within
the same cache line, to preserve locality. Address Scaling improves
the performance of Memcheck, a dynamic monitoring tool that
detects memory-related errors, by 3.55× and 6.58× for sequential
and random memory access patterns respectively, compared to the
state-of-the-art systems that store the metadata in a memory region
that is separate from the data.

Index Terms—Virtual memory, intermediate address space,
metadata management, dynamic program monitoring tools.

I. INTRODUCTION

MODERN software systems are increasingly growing
in size and complexity, making them more prone to

software bugs that cause performance and correctness chal-
lenges [1]. To detect bugs and improve programmer productivity,
one approach is to use run-time monitoring tools to automati-
cally analyze and monitor software [2], [3], [4], [5]. These tools
monitor the code dynamically during execution and flag unsafe
scenarios.

Some popular run-time monitoring tools include Mem-
check [2] (built using Valgrind [5] framework), AddressSan-
itizer [6], and Transactional Memory [3]. Memcheck [2] and
AddressSanitizer [6] detect memory-related bugs, and Transac-
tional Memory [3] enables effectively managing locks to protect
critical sections.
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Run-time monitoring tools typically track some information
about application data in a fine-grained manner, i.e., they main-
tain a few bits/bytes of information about every byte of data
used by the application. We call these additional information
bits metadata. The metadata gets 1) initialized when its cor-
responding data is allocated and accessed, and 2) updated on
every memory operation to the corresponding data byte. For
example, Memcheck [7] maintains two bits of metadata for
each application data byte. These bits indicate whether the
corresponding application data byte is addressable and contains
a valid value, i.e., is initialized.

Despite their effectiveness, the performance overhead of run-
time monitoring tools often limits their use in production sys-
tems. We find that these tools introduce slowdowns ranging from
approximately 2× to 20× for applications. The main reasons
for these overheads are due to: 1) the overhead from executing
additional instructions to monitor and update the metadata, and
2) the increased pressure on the memory subsystem due to
additional metadata accesses [8].

Prior works [1], [8], [9], [10] on enhancing dynamic moni-
toring tools’ performance have three limitations. First, despite
having hardware support, these approaches have a high overhead
for locating and accessing metadata, since it is maintained in a
separate region from the data [8]. Second, these mechanisms
exhibit high complexity to maintain consistency between data
and metadata in parallel applications. Third, some of these
mechanisms are designed for a specific monitoring application
and cannot be generalized.

Our goal is to design a hardware framework that efficiently
implements diverse run-time monitoring tools with low hard-
ware complexity. To achieve this, we propose a new hardware
framework for fine-grained metadata management, which we
call Address Scaling. The key insight behind our framework is
to store the metadata corresponding to a data element in the
same cache line that holds the data. To achieve this locality,
Address Scaling introduces an intermediate address space be-
tween the virtual and physical address spaces named Scaled
Address Space, where the data and its corresponding metadata
are co-located in the same cache line. Therefore, further trans-
lation ensures that they are mapped to the same physical cache
line.

We evaluate Address Scaling by comparing it against an
approach where the data and its metadata are not co-located
in the same cache line [5]. For our evaluations, we run mi-
crobenchmarks that perform sequential and random memory
accesses with Memcheck. In both of these cases, Address
Scaling outperforms the existing approach by 3.55× and 6.58×,
respectively.
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Fig. 1. Metadata management in existing approaches [5], [6]. The dotted lines
indicates page boundaries. The white space in the virtual address space is unused
by the application. The virtual-to-physical page mapping is shown only for one
data page and one metadata page.

Fig. 2. Conceptual design of Address Scaling. The dotted lines in the virtual
address space indicate sub-cache-line boundaries. Each cache line in the scaled
address space contains a sub-cache-line and metadata associated with it.

II. ADDRESS SCALING

We design Address Scaling, a hardware framework that pro-
vides efficient fine-grained metadata management. Our frame-
work leverages the fact that modern processors access main
memory at cache line granularity. The key idea behind Address
Scaling is to store the metadata corresponding to a data element
in the same cache line that holds the data.

Overview: As shown in Fig. 1, existing systems typically
store metadata in a separate region in the virtual address space
which maps to different page frames in physical memory. Con-
sequently, a piece of data and its metadata reside, by design, in
two different cache lines.

To bring data and its corresponding metadata into the same
cache line, Address Scaling introduces an intermediate address
space between the virtual address space (VAS) and the physical
address space (PAS), called the Scaled Address Space (SAS).
Unlike existing systems, where a virtual address is directly
translated into a physical address, Address Scaling first scales
an address in VAS into an address in SAS and then translates
that into an address in PAS.

Fig. 2 shows the overview of Address Scaling. We divide the
VAS into small chunks called sub-cache-lines. The size of a sub-
cache-line is smaller than that of a cache line and determines how
much metadata is stored for each byte of data. For example, if we

Fig. 3. Example virtual address space (VAS) with different scaling factors
used for different memory regions. Gray regions denote unused memory.

want to store 16 bytes of data in each cache line of size 64B, then
the size of a sub-cache-line would be 16 bytes. Address Scaling
maps the ith sub-cache-line in the VAS to the ith cache line in
the SAS. Thus, each cache line in SAS contains a sub-cache-line
worth of data followed by a hole. This hole can be used to store
the metadata for the sub-cache-line worth of data in the cache
line. Further translations from SAS to PAS ensures that data and
metadata are mapped to the same physical cache line.

Advantages: Address Scaling addresses all the three chal-
lenges involved in run-time monitoring outlined in the previous
section. First, since the data and its associated metadata reside
in the same cache line, it is easy to locate the metadata. Second,
as the processor accesses memory at the granularity of a cache
line, accessing the data also fetches its corresponding metadata
into the L1 cache. Hence, the metadata access following the data
access will result in a cache hit. Third, ensuring atomicity across
the data and the metadata accesses now requires providing single
cache line atomicity, which can be implemented using delayed
coherence.

Design Considerations: There are five components in the
design of hardware support for Address Scaling: 1) determining
how much to scale — i.e., determining data-metadata ratio,
2) computing the scaled address, 3) semantics for accessing
metadata, 4) semantics for ensuring atomicity between data and
metadata accesses, and 5) support for different scaling factors.
We describe each of the components below.

A. How Much to Scale?

When the process encounters a load/store instruction, it
should first determine how much to scale the virtual address.
Depending on the use case, this can be determined based on
how much metadata needs to be stored for a given region of the
virtual address space. For example, the region of the address
space that stores kernel data or shared libraries may not require
any metadata.

To determine the ratio between the size of data and metadata,
we divide the virtual address space into a number of segments.
Each segment is associated with a parameter called scaling fac-
tor, which determines the size of sub-cache-line for that segment.
The scaling factor is represented using a pair of integers (d, m),
which indicates that every m bytes of metadata is associated
with every d bytes of data. Since Address Scaling stores a piece
of data and the associated metadata in the same cache line, it
requires d + m to be a factor of the cache line size. For example,
for a system using a 64-byte cache lines, a scaling factor of (6,
2) will store 48 bytes of data followed by 16 bytes of metadata
in every cache line.

B. Scaled Address Computation

In this section, we describe how we can compute the scaled
address by taking an example of Memcheck on top of our
framework. We will assume that the size of a cache line is 64
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bytes. An optimized version of Memcheck stores two bits of
metadata for each byte of data [7]. Therefore, Address Scaling
uses a scaling factor of (6, 2) i.e., a sub-cache-line size of 48
bytes, leaving a hole of 16 bytes, which is sufficient to store all
the metadata for the 48 bytes. When the processor receives an
access for a virtual address Xv , it computes the base address of
the scaled cache line, Xs, using the following equation:

Xs =

⌊
Xv

48

⌋
64 (1)

The offset within the virtual cache line is used to locate both
the data and the metadata within the scaled cache line. The above
notion of scaling can be generalized to different sizes of metadata
per byte.

Since computing the scaled address is on the critical path of
data and metadata access. Based on our analysis of different
monitoring tools, practical values for the sub-cache-line size for
a 64-byte cache line are 56, 48, 40, 32, 16, and 8. Similar to
(1), computing the scaled address requires integer division by
the sub-cache-line sizes. While such division is trivial for 8, 16,
and 32, for sub-cache-line sizes 56, 48, and 40, this computation
reduces to division by 7, 3, and 5. For our mechanism to perform
well, we need to build fast hardware to perform these divisions.

C. Support for Different Scaling Factors

To support varied metadata granularities, we partition the
virtual address space into regions with different scaling fac-
tors (including regions without support for Address Scaling, as
shown in Fig. 3). A few approaches to determining the scaling
factor are: 1) using the upper bits of the virtual address, this
enables the processor to quickly check the scaling factor by
simply comparing the base-bound pair of each region with the
virtual address, 2) storing it in the page table entry (PTE), and
3) a separate hardware structure. We leave the exploration of
determining the scaling factor as part of future work.

D. Application Interface

In this section, we describe how an application can utilize Ad-
dress Scaling. Let us take the example of AddressSanitizer [6]. It
maintains one byte of metadata for every 8 bytes of application
data. When AddressSanitizer tries to allocate memory using
our modified version of memory allocators such as malloc,
it indicates to the operating system (OS) that it wants to use
a specific scaling factor for that particular data structure. The
OS then allocates virtual memory for that data structure in the
corresponding region in the virtual memory which has a 8:1
scaling ratio. Subsequently, the hardware begins scaling the
virtual memory accesses to the data structure, thereby generating
space for one byte of metadata for every 8 bytes of application
data within each cache line. AddressSanitizer accesses this
metadata using new ISA instructions. We leave the semantics
of the instructions for a longer write-up.

III. EVALUATION

To quantitatively evaluate the benefits of Address Scaling, we
implement our framework within Virtuoso [11], a new virtual
memory system simulator based on Intel’s Sniper [12] for the
x86 architecture. Table I shows some of the key configurations
of the simulated system. We have maintained small cache sizes

TABLE I
MAIN PARAMETERS OF OUR SIMULATED SYSTEM

Fig. 4. Execution time for running Address Scaling with Memcheck (mon-
itoring) compared to existing systems where metadata is stored elsewhere
(normalized to a baseline that does not perform monitoring). Each cache line
stores 48B data + 16B metadata; i.e., a scaling factor of (6, 2).

to stress the cache hierarchy and highlight the worst-case over-
heads of Address Scaling. We demonstrate performance using
two microbenchmarks that compute the sum of a large integer
array — one with sequential and the other with random memory
access pattern. In both these situations, the memory access is the
critical bottleneck. Since we are executing out of order, the only
critical path in the program are the memory accesses, and with
our mechanism, for every memory access we are doing metadata
checks in software, leading to a significant overhead.

A. Memcheck With Address Scaling

Address Scaling’s benefits come from eliminating cache
misses for the metadata, making metadata accesses almost free,
albeit at the cost of reduced cache space for the data. We show
that this trade-off results in significant performance improve-
ment compared to existing approaches.

We quantitatively show the benefit of our approach by com-
paring it with Memcheck. For these experiments, we run the
microbenchmarks under four settings: 1) a baseline system that
does not perform any monitoring of the application, 2) applica-
tion running with our implementation of Memcheck along with
a software mechanism that stores metadata in a separate shadow
memory region, 3) Address Scaling mechanism in the hardware
that reserves the space for metadata but does not perform any
monitoring, and 4) Address Scaling in the hardware along with
metadata operations in software that Memcheck requires.

Fig. 4 shows that Memcheck incurs very high overheads,
slowing down the application by as much as 38× (sequential
access) and 69× (random access). In contrast, the overhead
of Address Scaling is 3× and 6× lower than Memcheck, re-
spectively. Since our microbenchmarks involve only memory
accesses and metadata checks, the 10× overhead in some sense
serves as an upper bound on the potential slowdown induced by
Address Scaling. We are working on further reducing these slow-
downs by simulating those software metadata instructions using
ISA changes. Therefore, this experiment shows the promise of

Authorized licensed use limited to: MICROSOFT. Downloaded on July 23,2024 at 15:33:36 UTC from IEEE Xplore.  Restrictions apply. 



72 IEEE COMPUTER ARCHITECTURE LETTERS, VOL. 23, NO. 1, JANUARY-JUNE 2024

Fig. 5. Performance impact of varying the amount of data bytes in the cache
line (normalized to a 64B cacheblock size). The overhead is moderate as long
as the metadata size is less than data.

co-locating data and the corresponding metadata in the same
cache line.

B. Address Scaling Characterization

Since Address Scaling reduces the effective cache space avail-
able for an application (as it allocates a portion of each cache
line for storing metadata), it can introduce some performance
overheads. To evaluate these overheads, we capture the run-time
of our microbenchmarks by varying the amount of metadata
stored in each cache line and compare it with the baseline
system i.e., a system without any monitoring or Address Scaling.
Fig. 5 shows that the amount of metadata has a direct impact
on application run-time. However, the overhead is moderate
(<20%) as long as the size of metadata is modest i.e., when
most of the cache space is allocated to application data. Note
that we expect this to be a common case for Address Scaling
based tools.

IV. RELATED WORK

Prior works [1], [3], [4], [8], [10] primarily differ in 1) how and
where they maintain the metadata, and 2) their target monitoring
application. For example, TaintTrace [13] simply splits the vir-
tual address space into two parts, where one part is used to store
the data while the other stores the metadata. Hardbound [10]
proposes a mechanism that extends every word of memory in the
virtual address space and the registers to augment the metadata.
These mechanisms provide ISA support to locate and access
metadata.

Sasaki et al. [1] propose a mechanism called Califorms with
the aim of providing byte-granular memory safety. They achieve
this by storing metadata in unused memory spaces within the
cache line. While this approach is effective, it necessitates
disruptive modifications to the cache hierarchy. In contrast,
Address Scaling stores metadata at an offset from the data
within the cache line, maintaining consistency throughout the
cache hierarchy. Additionally, Address Scaling aims to support
use-cases beyond memory safety.

V. FUTURE WORK

While we evaluated Memcheck [2] to demonstrate the poten-
tial benefits of Address Scaling, the goal of our framework is to
enable a variety of runtime monitoring tools. To better demon-
strate this, we will implement AddressSanitizer (ASan) [6]

on top of our Address Scaling framework, and compare it to
hardware-assisted ASan [14].

Address Scaling as a framework can enable several new
use-cases to improve system reliability, security, and memory
optimizations. We describe one such use-case below.

Heterogenous ECC: Modern processors maintain ECC bits
alongside cache blocks in their on-chip caches. However, not all
cache blocks may require the same level of ECC. For example,
cache blocks that are accessed multiple times often contain
critical data and may require a more robust ECC than cache
blocks that are accessed less frequently. Hence, depending on
the desired level of reliability the software needs to maintain
varying amounts of metadata. Therefore, ECC serves as a perfect
use-case for our proposed framework. Our approach to ECC can
also protect sensitive data against RowHammer style attacks. For
example, embedding a 64-bit MAC with a cache line containing
56 bytes of data enables quick verification of the data integrity
in the cache line.
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